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Origin of name

• Named after a Danish king Harald 
Blåtand (Harold I of Denmark in 
English), known for his unification of 
previously warring tribes from 
Denmark and Norway.

• Bluetooth likewise was intended to 
unify different technologies like 
computers and mobile phones.



history

• First developed by Ericsson

• later formalized by the Bluetooth 
Special Interest Group (SIG). The SIG 
was formally announced on May 20, 
1999 

• Sony Ericsson, IBM, Intel, Toshiba and 
Nokia, and later joined by many other 
companies as Associate or Adopter 
members. Bluetooth is also known as 
IEEE 802.15.1



History

• Bluetooth versions so far

• Bluetooth 1.0 and 1.0B

• Bluetooth 1.1 (700Kbit/sec)

• Bluetooth 1.2

• Bluetooth 2.0 (2.1 Mbit/sec)



Piconets

• Devices connect and communicate 
wirelessly through short-range, ad hoc 
networks known as piconets

• Each device can simultaneously 
communicate with up to seven other 
devices within a single piconet

• Each device can also belong to several 
piconets simultaneously



• Class 3 radios – have a range of up to 1 
meter or 3 feet

• Class 2 radios – most commonly found 
in mobile devices – have a range of 10 
meters or 30 feet

• Class 1 radios – used primarily in 
industrial use cases – have a range of 
100 meters or 300 feet

Radio class



Radio Frequency

• Bluetooth operates in the industrial, 
scientific and medical (ISM) band at 2.4 
to 2.485 GHz

• using a spread spectrum, frequency 
hopping

• full-duplex

• ability to simultaneously handle both 
data and voice transmissions



Operation

• Any Bluetooth device will transmit the 
following sets of information on 
demand

• Device Name, Class, Unique ID

• List of services

• device features, manufacturer, etc...



Security mode

• Security Mode 1: non-secure

• Security Mode 2: service level enforced 
security

• Security Mode 3: link level enforced 
security

• Additionally, a device may be trusted or 
untrusted



Pairing

• Security Modes 2 & 3 require pairing

• To communicate / access a service, a 
device requests a PIN (0000)

• Once the PIN is verified, it is used to 
create and exchange security keys

• A trusted device does not require 
pairing every time (it already has the 
key)



Services

• Devices cannot just “send data”.  They 
need to make use of available services 
in order to communicate.

• Typical services: voice, fax, modem, 
print...

• Your application will need to either

• use an existing service, or

• “publish” its own service



1 2 3

4 5 6

Typical Bluetooth 
communication



Hints

• A lot of people don’t know that:

• Their phone has Bluetooth abilities

• Their phone’s Bluetooth is turned on

• People nearby have Bluetooth

• Usually no security needed to share 
photos / text / files



Hints

• Fast enough to transmit an MP3 in a 
few seconds

• A lot can be inferred by “reading” 
someone’s phone over Bluetooth

• Limited range can be an advantage

• Bluetooth is never on its own 
(acompanied by telephone, pc, etc)



Of Interest

• Bluejacking (send text)

• Bluebugging (remote control)

• Bluesnarfing (remotely reading data)

• Bluesmack (denial of service)

• Car Whisperer (eavesdropping)

• See http://trifinite.org/



BlueSniper Long range bluetooth communication



Existing Projects

• Good source: IEEE Pervasive 
Computing April-June 2005 4(2)



Bluedating



Nokia Sensor

• “See and be seen”

• Local peer-to-peer 
profile searching



Bluetella

• Peer to peer file 
sharing

• File forwarding 
over clients



Jabberwocky Meet familiar strangers
“Urban atmospheres” project
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ABSTRACT 

This paper presents a novel idea for a system known as Telelogs.  

Utilizing the ubiquity of mobile devices, Telelogs functions as a 

service by which individuals in an urban environment can 

establish a better sense of community awareness.  In addition, this 

system could serve as a medium through which these individuals 

can communicate their thoughts and ideas with others within their 

environment. This would result in a better sense of community 

solidarity.  Telelogs is targeted towards those persons in society 

that come across one another on a consistent basis but rather than 

establishing a direct line of communication, they maintain a 

relationship that could be characterized as one of courteous 

detachment.  In other words, these individuals are known as 

familiar strangers.   There is strong potential for this relationship 

to be augmented with a mediated communication space.  Telelogs 

would act as a space through which individuals learn more about 

themselves while reciprocally gaining a better understanding of 

those persons present in their environment.  Telelogs transfers the 

essence of the blog into an audio form as an extension for mobile 

devices.  A first prototype of Telelogs is presented and 

accompanied by feedback after a demonstration.  In addition, 

details of a first cell phone implementation follow. 

Categories and Subject Descriptors 

H.5.3 Group and Organizational Interfaces 

General Terms 

Human Factors, Design 

Keywords 

Cell phones, familiar strangers, public space, urban space, telelog, 

blog 

1. INTRODUCTION 
In an urban environments, with its high-density  

 

 

Figure 1.  Strangers use their cell phones while they wait for 

the bus to arrive. 

population, one comes into contact with new strangers every day.  

There is a subset of these strangers, whom we come into contact 

with on a repeated basis and establish a special relationship in 

which the two parties are called familiar strangers.  In [1], the 

concept known as a familiar stranger is presented.  Specifically, to 

be a familiar stranger one must meet the criteria as follows.  One 

has to be observed by the other party and this observation must 

occur repeatedly and be void of interaction.  Familiar strangers 

have an informal agreement to ignore one another without any 

penalty of disapproval by either party.   It can be inferred from 

the impersonal nature of urban life that many people in such an 

environment have a large number of familiar strangers.  These 

may be persons we stand by at the subway lines, have similar 

taste in restaurants, or possibly a local neighborhood inhabitant. 

It is customary in urban culture to avoid eye contact and to pass 

by individuals without any form of greeting or social 

communication.  Given these two elements of urban culture, it 

becomes evident that social communication among inhabitants 

becomes difficult under traditional cultural practices.  The urban 

environment lacks a social communication channel through which 

an individual can communicate with others in his or her 

environment without breaking the residual rules established 

within the urban culture [1].  This provides the opportunity to 

complement the familiar stranger relationship with an auxiliary 

system that may promote community awareness and social 

freedom while not disrupting the established norms of urban 

culture in regards to social interaction among strangers. 

One particular social communication space that has gained 

momentum in its acceptance is the Web log or Blog.  Blogs are 

websites with novel features, which allows them to be deemed a 

new genre in social mediated communication. Typically, their 
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Telelogs

Listen to familiar strangers’ audio blogs



ContextPhone

• Context aware

• Instant messenger

• Communicates over 
network / 
bluetooth



Decoy An invisible poster, graffiti or a direction 
sign which gets alive by the mobile in the 
pocket
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ABSTRACT 
MobiTip is a social mobile service where comments or tips 
given by one person are made available to another when 
user devices connect on the fly, when users approach con-
nection hotspots, or on demand. Bluetooth connectivity is 
used to form a social space of nearby devices that is used as 
key input for the collaborative filtering of tips. The social 
space is visualized to show other users nearby, thereby il-
lustrating where tips come from and why they are presented 
at some particular point in time. 

Keywords 
Positioning, social trails, Bluetooth presence, collaborative 
filtering. 

INTRODUCTION 
Mobile and ubiquitous systems often use context parame-
ters as input. Position, noise, temperature, light, pace, body 
pulse are some parameters from which a ubiquitous system 
can infer something about its context of use. For mobile 
systems, geographical position is oftentimes a key property. 
Many social mobile services take advantage of position, to 
place digital information in physical space, guide people 
through museums, or keep track of friends. But geographi-
cal position is not the only way by which aspects of the so-
cial context at a particular place can be understood. 
For social mobile services, a reasonable assumption would 
be that it is the people inhabiting a space that gives it mean-
ing, and not only the physical coordinates. Global (or local) 
positioning, such as finding the coordinates of a given de-
vice is, however, cumbersome to use if we want to deter-
mine if two devices are in the vicinity of each other, at the 
same time. 
To capture movements and activity between people, a posi-
tioning technology is needed that positions users in relation 
to other users and to artifacts in space, and allows for sim-
ple communication between them. One possible technology 
is Bluetooth. It allows for close-range ad-hoc connectivity 
between devices (< 10 meters), and is commonly available 
in mobile phones, PDA’s, PC and many other gadgets. 
Thus, Bluetooth has the potential to be used as a mediator 
and presenter of the digital, social context surrounding us. 
The MobiTip service described here is a mobile collabora-
tive filtering system that makes use of relative positioning 
using Bluetooth. 

THE MOBITIP SERVICE 
MobiTip allows its users to express their opinions and 
comment on anything of interest in the environment. Com-
ments given by one person are made available to another 
when users pass each other, when they approach connection 
hotspots, or on demand. Opinions are presented in aggre-
gated form, as tips (or recommendations), using collabora-
tive filtering algorithms suited for mobile devices that are 
not always connected to a central server. 
Users may enter their own opinions, as well as inspect and 
react to tips from others (Fig. 1). What tip the system pre-
sents in a given situation is based on similarities between 
users, on context as defined by Bluetooth-closeness, and on 
tip popularity. 
User movement and presence of other users, combined with 
tips and ratings, form a web of social trails. The storage of 
this web is distributed over the users’ phones and over stra-
tegically placed Bluetooth hotspots. A core part of Mo-
biTip's functionality is to visualize this web. Fellow Mo-
biTip users, occasional hotspots and other discoverable 
Bluetooth devices are therefore made visible on the screen, 
as is the transfer of information between devices. Icons will 
appear and disappear in the interface as the user moves 
around (Fig. 2).  

  
Figure 1. Reading a tip. Tip inter-  Figure 2. Full size presence display. 
action (green) can be folded in/out.  

MobiTip Location-based tips about restaurants, 
shops, etc.



You-Who Question-and-answer game to meet 
strangers



New Ideas ???

• Bluetooth implies nearby

• Bluetooth runs on phones & laptops

• Static / mobile Bluetooth

• User interaction sequence is a “mess” - 
pushing data publicly becomes tricky

• Bluetooth is more than an invisible 
cable; but what?



Your ideas?

the end


