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ABSTRACT

We present Pulse, a wireless magnetic communication
protocol for smartphones. Pulse is designed for off-the-shelf
Android smartphones with magnetometers, and encodes data
in magnetic fields. We present the design and evaluation of
Pulse in various conditions (e.g., different voltages, number
of transfer channels). The system provides security due to its
short range (~1 cm), it can reach a speed of up to 44 bits per
second, and it is possible to run it on most mobile phones
with a magnetometer. We present our evaluation and discuss
practical use cases where Pulse can be used today.
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INTRODUCTION

We present and evaluate Pulse, an alternative to NFC and
QRCodes that conceptually shares characteristics with both.
We describe how Pulse can be used on smartphones’
magnetometers (i.e., magnetic compass) for short-range one-
way communications with a bitrate of up to 44 bps (bits per
second). Many smartphones today have a magnetometer as it
is commonly packaged together with GPS to establish users’
direction when navigating. Compared to NFC, Pulse can be
used on many more smartphones today simply by
downloading new software. Compared to QRCodes, Pulse
can provide dynamic and streaming data.

Short-range communication technologies such as NFC rely
on near-field coupling (up to 20 cm) instead of a discovery
mechanism used in other popular wireless standards (e.g.,
Bluetooth, Wi-Fi). This physically enhances security and
overcomes vulnerabilities inherent in discovery-based
wireless technologies. Hence the hope of easy, short-lived,
short-ranged, and relatively secure data transfers between
mobile devices, made NFC a very promising technology.
However, this promise has not yet materialised and we are
still waiting for NFC to hit the market in big numbers.
Current estimates claim that 66% of smartphones will have
NFC capability by 2018 [21], but similar claims have been
made for years. The slow adoption of NFC, despite its
numerous advantages, is due to its focus on payment
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services, which form a complicated ecosystem. While the
market has been trying to figure out how to enable payments
over NFC, another “short-range” technology has seen
extremely wide adoption on smartphones: Quick Response
Codes (QRCodes). This one-way channel has become a
widespread alternative, because it is very easy to produce and
consume: most smartphones today have a camera and can
decode QRCodes by installing an application.

In this paper we present a magnetic near-field
communication protocol that offers the best of both NFC and
QRCodes: like NFC it is short-range (with and even more
tight bounding radius), and like QRCodes it can run on most
smartphones today.

RELATED WORK

Near-field magnetic communication is a technique that is not
interfered by human bodies, liquids, or metals [3]. Despite its
benefits, so far only few commercial products use it (e.g.,
LibertyLink docker and Freelinc’s earpiece [16]), and
currently most uses of this technology are research driven:
magnetic fields have been used for indoor navigation
systems (e.g., [5,7]), as a communication mechanism for
underground rescue [18], and to manipulate DNA molecules
[23]. Closer related to our work is Won’s et al. [22]
experiment with magnetic wireless communication between
two devices. Their simulations show that magnetic fields
allow data transfer in liquid and metal environments with
relatively many users, and is energy efficient at ranges below
1 meter. However, their results are mostly theoretical. In our
work, we evaluate a real prototype (Pulse) in a laboratory
setting by measuring how range, data transfer speed, error
rates, and power consumption vary.

More recently, Agbinya [1] investigated the theoretical
performance of magnetic communication systems given
ideal hardware, identifying optimal configurations for
magnetic field communication. However, when it comes to
smartphones, many of these decisions are constrained by the
actual magnetometer hardware available on the phones.
Conceivably, if magnetic communication becomes popular
in smartphones, its performance can be greatly increased by
improving magnetometers according to their
recommendations.

EXPERIMENTAL APPARATUS

Architecture

We built a wireless communication system utilizing
magnetic fields to transmit data. The system shown in Figure
1 consists of an Olimex Ltd AVR-MT128 AVR board, which
encodes the data and passes it to a DAC0O808LCN 8-bit D/A
converter chip for modulation. We then use two solenoids, in
diameters of 2.5 and 3.5 cm and with 50 loops each, as
antennas for the Z and X channels respectively. These two
channels are received in the z and x axes of an unmodified



Samsung Galaxy Nexus
accordingly, and are decoded.
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Figure 1. System architecture (top); and prototype (bottom).

Data encoding

A typical smartphone magnetometer with a magnetic sensor
can measure magnetic flux on 3 distinct axes simultaneously
[20]. Therefore, it is possible to transmit data over these axes
in parallel. To maintain a short distance between the device
and the magnetic field generator (i.e., solenoid), we use only
the z and x axes and ignore the y-axis. To improve the data
transmission speed, we use a 4-level amplitude-shift keying
(4-ASK) scheme to encode the data. Before transmission, the
magnetic signal is briefly calibrated (between 1.6 and 3.2
seconds) to ignore any background magnetic noise. To
calibrate, the encoder transmits a series of sequences
between 0000 and 1111. The data uses ASCII encoding. Our
coding scheme uses a constant period length (to = 80 ms),
which is long enough to account for the smartphone’s
magnetometer limitations. During a period, each of the two
channels can transmit 2 bits (given our 4-level ASK coding),
and therefore the system can transmit in total 4 bits per
period. As a convention, the X channel deals with higher bits,
while the Z channel deals with lower bits. Finally, we define
data packets to consist of 8 periods (4 bytes) each.

For example, let us assume that we want to transmit the
character ‘H’ whose ASCII representation is 0100 1000. In
period 1 we transmit the first 4 bits (0100): the X channel
(Figure 2, in blue) transmits 01 while the Z channel (Figure
2, in red) transmits 00 in parallel. This process continues
until all bits are transmitted. Figure 2 shows a magnetic
signal transmitting the message “Hello world!\n”. Since this
message requires multiple packets, we use [x] to indicate an
empty period (to) between two consecutive packets. We
acknowledge that our prototype’s network protocol does not
introduce packet types, sequence numbers, or CRC to
minimize the amount of bits transferred.

Example of "Hello world'\n"
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Figure 2. Magnetic transmission of **Hello world!\n™".

Magnetic Data Modulation

We designed and built a circuit to modulate digital signals
from the AVR board into analog current signals. We used a
DACO0808LCN 8-bit Digital to Analog Converter (DAC)

chip for this modulation. In our 4-ASK encoding, the signal
uses 2 bits (b; and by) for data, and 1 bit for handling the
background noise (bs). We then used a TLO721P operational
amplifier to convert the current signals to voltage signals
(Vo). The output voltage from a voltage follower circuit for
bits b1, by, and bs is Vy = =2 X Vegr (b—3+b—2+ﬁ),
RREF 8 4 2
where Re is the feedback resistor of the current-to-voltage
converter, Rrer the reference resistor of input reference
voltage, and Vger the reference voltage. The output voltage
signals are then sent through an output resistor (Ro) serially

connected to a solenoid. Finally, the solenoid generates
magnetic signals with the current intensity lo = Vo / Ro.

Software Decoding

We built an Android application to decode the transmitted
magnetic signals, detected by the magnetometer in a
Samsung Galaxy Nexus smartphone. Our initial challenge is
fto determine the physical position of the sensor, since it
varies by handset model, important for positioning the phone
in relation to the transmitter. The decoding application first
performs a calibration to remove background noise. During
calibration, the transmitter will send all values between 0000
and 1111 in sequence. Since the signals between the X and
Z channels may interfere with each other, we need to
calibrate both channels in parallel. Finally, to decode the data
packets we divide each packet into 8 units of 80 ms length
each (i.e., data periods). Each unit is then decoded to one of
16 possible values between 0000 and 1111, retrieving the
original data.

RESULTS

Physical properties of Pulse

The theoretical magnetic flux density at point X on the axis
of a solenoid with a constant current is B = 2 (cos 6, —

cos 8;) where b is vacuum permeability (e.g., 4nx1077
V s/(Am)), n is the number of loops, | is the current
intensity, 8, and 6, are angles of the axis and connections of
point X and the edges of the solenoid. To overcome Earth’s
magnetism, we need to generate a magnetic field whose flux
density is stronger than the Earth’s naturally occurring
magnetism. Because the flux density of earth’s magnetism is
22T - 67 T [14], we have to set the value for I higher than
100 mA for distances of 1 cm between the solenoid and the
magnetometer. As an alternative, we could increase the
solenoid’s radius, but that would require a larger antenna. A
larger antenna would create a wider magnetic field, but not
without increasing the amount of interference between
transmission channels and consequently lower our data
signal’s stability. For simplicity, when testing our prototype
we placed it in a room without potential sources of magnetic
noise (e.g., power supplies, electric motors, magnets). In
practice, such a device would require a magnetic-proofing
enclosure for noise resistance. To keep the shortest distance
possible, we varied the solenoid radius (1-3 cm) and distance
from the smartphone (0.5-2 cm). The wire’s diameter
remained constant (0.4 mm) for all tests.

Speed vs. Error

We tested two different ASK schemes to encode the data: 2-
ASK and 4-ASK. We conducted experiments for both
schemes using different values for the period length (to). The
relationship between Bit Error Rate (BER) and to is inversely



correlated (Pearson r = -0.94, R?=0.89 for 2-ASK; Pearson
r =-0.95, R2=0.92 for 4-ASK) (Figure 3).

Bit Error Rate(BER)

to(ms)
—eo—2-ASK —o—4-ASK

Figure 3. Bit Error Rate (BER) vs data period length (to).

To test data transfer errors, we generated 256 random bytes
(So) and compared those with the smartphone’s received bit
sequence (S1). We used Levenshtein Distance (LD) [10] as
the number of errors in S;: the count of the minimal bit
changes to turn S; into So. The BER is then equal to the ratio
of bits transmitted to errors in reception. We found that a
period length (to) of 80ms achieves maximum bandwidth
with no errors. Table 1 summarises the BER measured for
different reference voltages and thresholds.

Reference ASK level threshold (uT)

voltage (V) 1 2 3 4 5
1.0 35.35 n/a nfa nfa nfa
1.2 5.08 0.00 nfa nfa nfa
1.4 36.23 0.24 nla nla nla
1.6 36.62 1.81 nfa nfa nfa
18 35.40 0.00 nfa nfa nfa
2.0 33.84 0.00 0.00 n/a n/a
2.2 26.90 000 000 000 nla
2.4 35.79 000 000 000 nla
25 26.66 000 000 000 nla
2.6 28.61 0.00 0.00 000 6.49
2.8 35.06 0.00 0.00 000 0.00
3.0 11.38 0.00 0.00 000 0.00

Table 1. Bit Error Rates (%) observed depending on reference
voltage (Vrer) and ASK level threshold used (uT).

We find that if the threshold between ASK levels is too low
(< 1), the data is indistinguishable from ambient magnetic
noise. When the signal threshold is set too high (> 2uT), we
need to increase considerably the reference voltage thus
causing higher electromagnetic interference.

Maximum Range

Using a reference voltage of 2.5V, 4-ASK coding, and
considering exclusively the z-axis (i.e., to measure the
distance between our prototype and the smartphone), we
found the optimal distance between the solenoid and the
mobile’s magnetometer (i.e., without data transfer errors) to
be between 0-0.6 cm (Figure 4). Earth’s magnetic
background noise is approximately 29.0 T on the z-axis at
65 degrees north latitude as we detected, and can be up to
61.0 T at higher latitude areas [14]. Thus, to recognize a
substantial change in magnetic pulses we must set the signal
threshold at least 1T above the Earth’s (i.e., absolute value
> 30 WT in our study) for accurate readings. A different
threshold calibration might be required at Earth’s higher
latitude areas. Given this setup, errors occurred farther than
0.6 cm. The maximum data transfer rate achieved is 44 bps
(Vrer=2.5V, to = 80ms), using both x and z axes and 4-ASK
encoding.
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Figure 4. Given the communication distance (x-axis) and
magnetic flux generated by Pulse (y-axis), the green area
shows the conditions under which communication is possible.

DISCUSSION

Magnetic data bandwidth

Our prototype’s magnetic data transfer is slow in comparison
to Wi-Fi or Bluetooth at a mere 44 bps link speed. Note that
the effective transmission speed would be slower if we had
implemented packet types, sequence numbers or CRC in the
protocol due to the bit overhead. The bitrate is limited due to
three factors: the sample rate of the magnetometer hall
sensor, the number of levels in our ASK data encoding, and
the channels’ capacitance. The magnetometer sensor in
smartphones is unable to detect higher frequency magnetic
signals, and the Android OS restricts the sampling rate of
sensors for power efficiency.

There are three strategies to overcome these limitations.
First, we could use faster magnetometers that can sense
magnetic flux more rapidly. Second, we could modify
Android’s kernel to increase the sampling rate, but that
would mean that our software would not work with off-the-
shelf smartphones. Third, we could add the y-axis (in
addition to the x and z axes) to increase the bits per period,
but that would affect the distance between the antenna and
smartphone.

ASK encoding schemes can use multiple levels, increasing
bandwidth proportionally. This can be achieved by using
more input bits in our Digital-to-Analog Converter (DAC).
However, since the sensing frequency of the magnetometer
sensor is limited, higher ASK levels would divide the signal
into smaller pieces, decreasing the signal recognition
threshold. This would increase Pulse’s susceptibility to
background noise, including Earth’s (Table 1). Moreover,
using higher ASK levels also leads to an increase in
electromagnetic interference between the channels due to
higher power requirements when adding ASK levels.

From the Shannon-Hartley’s theorem, the maximum
transmission rate R must be lower than channel capacitance
C (R<C), and C = B log,(1 + SNR). B is the bandwidth of
the channel, which equals to the sampling rate of the
magnetometer sensor; and SNR is the signal-to-noise ratio
between 1-4 and is proportional to the chosen threshold. An
increased sampling rate and threshold would increase the
channels’ capacitance: a higher threshold induces a larger
magnetic signal scale per ASK level, but only a limited
amount of ASK levels are available due to the smartphone’s
magnetometer sensor sampling limitations.

Energy consumption

We estimated the energy consumption of the magnetometer
[2], NFC transceiver [17] and camera [6] found in our device
(Table 2). Pulse’s energy consumption is higher than NFC



and QRCode, but we expect a substantial reduction if be-
spoke hardware is used for Pulse.

Parameter Pulse NFC QRCodes
Bitrate 44 bps ~424 kbps 2953 B p/shot

Processing 1.6-3.2s ~0.15s[4] 1-355[12]
Energy (J/bit) ~19x10"° ~69x1077 ~81x107°

Table 2. Energy consumption comparison

Multichannel communication

In wireless communications research, the concept of
Multiple Input Multiple Output (MIMO) has recently been
used in “smart antenna” technology to overcome many of the
shortcomings of Single Input Single Output (SISO)
communication [19]. MIMO entails the use of multiple
antennas at the transmission point, and multiple receivers at
the receiving point. MIMO is used in standards such as
802.11n, 4G, and LTE, and offers a number of benefits:
higher capacity and higher resilience.

The protocol we have described also makes use of a MIMO
design. In telecommunications engineering the multiple
transmitted signals are de-multiplexed using statistically
driven algorithms. However, in our case MIMO is decoded
using the physical properties of magnetism and the geometric
positioning of the antennas. In this paper we have used
MIMO to double the bandwidth of Pulse, but of course
MIMO can also be used to increase the resilience of
communication. Using our two channels we can transmit
redundant information, so that the receiver has a higher
likelihood of decoding the message in adverse environmental
conditions. In addition, the MIMO capability can be used to
increase the compatibility of Pulse with a wider range of
handsets. Although magnetometers are extremely popular in
handsets today [8], their specifications may vary.
Specifically, it is possible that the update frequency may vary
between magnetometers. For our purposes we have limited
the frequency of Pulse to 12.5Hz, but it may be possible to
push this a bit higher as new smartphones hit the market.
Therefore, Pulse could use Channel X to transmit data at this
frequency, and use Channel Y to transmit data at a higher
frequency. This would likely make the protocol more
resilient, and compatible with a wider range of smartphones.

Near-Field Security

The visual complexity of QRCodes makes it hard for a
human to detect malicious operations beforehand (e.g., SQL
injections, redirect to malicious websites, prompt the device
to install malware) [9]. On the other hand, QRCodes can be
used as user-generated or randomly generated input, useful
as a pre-shared password mechanism [11]. A limitation of
QRCodes is that, unless they are digital (e.g., on a phone’s
screen), they are static and therefore limited in the dynamic
security features they can offer, such as a rotating key.

To overcome some of these limitations, NFC offers 3 data
exchange approaches [13]: reader/writer (R/W) mode,
where the NFC smartphone can read and alter data on a
passive NFC transponder; card emulation, where the NFC
smartphone acts as a read-only (e.g., ticketing card); and
peer-to-peer (P2P) mode. They do not specify how
encryption or security is handled for NFC communication.
The developer must implement this in the application layer.
We speculate that the lack of a standardized NFC security
mechanism could explain its slow market adoption,
fomented with the users’ fear of exposing their data without

being aware (as you can read NFC data from afar) [15]. At
the same time, QRCodes have been adopted quite rapidly
because most smartphones come with a camera.

Pulse uses a magnetic “bubble” of approximately 1 cm,
immune from radio frequency interference. An eavesdropper
would have to be within the magnetic bubble (< 1 cm) to
intercept magnetic transmissions to and from the coupled
devices. A larger antenna and more power would increase
the size of the “bubble.” For practicality, we used a small
antenna for transmission. Therefore, in our prototype, there
is no security mechanism besides the magnetic and physical
restrictions of the prototype itself. It is possible to further
integrate encryption algorithms in the application layer but
that is beyond the scope of our work.

Applications & Limitations

Pulse is unidirectional: we can transmit data from the
prototype to the smartphone, but not the other way around
since we are unable to produce a magnetic field with off-the-
shelf smartphones. The limited speed and bandwidth also
constrain Pulse’s applications. Pulse is not a replacement for
NFC or QRCodes, but can be used as a complimentary,
widely available protocol — given the availability of devices
with magnetometers. Pulse is ideal for short-lived and
extremely short distance data transfers. In payment
scenarios, a short code can be transmitted via Pulse near a
payment terminal to confirm or verify payment using a
smartphone, by transferring a 64bit or 128bit authentication
key, passcode or other token to bootstrap a higher bandwidth
communications channel. At a cash machine, Pulse can be
used to transmit voucher information and balance
information to the user’s smartphone. Finally, low-bit
streaming data can be transmitted using Pulse to enable the
personalisation of services and applications. As a demo, we
developed a music application that can transmit MIDI-like
standard music for reproduction on the smartphone. The
authors have provided as supplementary material a video of
streaming music via Pulse.

Furthermore, Pulse can be used to complement QRCodes by
providing up-to-date information from digital signage, with
no need for Internet access. A QRCode can only provide a
limited amount of data per snapshot, while Pulse can stream
data within one single transmission event. This could reduce
incurring data roaming fees for tourists, as Pulse could be
used to provide, for example, bus schedules at bus stops
without requiring visitors to access the Internet. Considering
a city-scale deployment, Pulse installed on lampposts could
be used to provide text-based street names to the visually
impaired. We leave to the community to design and
implement future use-cases.

CONCLUSION

Pulse is a magnetic communication protocol for short-range
communication. The applications and scenarios we have
presented for Pulse are not new: most proximity-based
technologies provide similar motivations. However, Pulse
has a key advantage: it can run on millions of smartphones
today simply by installing software, not hardware.
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