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from the Field

Traditions from mobile operating systems may not suit ubiquitous operating systems.

In 2022, the number of mobile phone subscriptions exceeded the world population.8 Even more,
the number of connected Internet of Things (IoT) devices is projected to reach approximately
16.7 billion by the end of 2023.1 Currently, many people regularly use multiple devices on a daily
basis. This presents a significant challenge and opportunity to develop mobile applications for
multi-device scenarios.

When focusing on a single device, application development is straightforward. Developers
can rely on mobile operating systems, such as Android and iOS, where system services provide
comprehensive and standardized hardware capabilities. For lightweight IoT and wearable devices,
mobile operating systems have tailored system architectures to maneuver limited hardware
resources. Developers do not have to define low-level functions from scratch, such as networking
and sensor management, which are often automatically integrated by system services onto each
application.

However, mobile operating systems can hardly address the opportunities and challenges of
multi-device scenarios, beyond data synchronization. Developers have to define multi-device
functions from scratch. For example, an application on a user’s smartwatch transmits skin
temperature data to the user’s smartphone via Bluetooth, and then the smartphone sends a
control command to the air conditioner through Wi-Fi. Mobile operating systems currently do
not help developers to sufficiently abstract these the two segments of communication. If another
application requires the same communication path, developers have to write the same code again
for the new application. Ubiquitous operating systems can avoid these repetitive development
tasks. Meanwhile, we argue developers should adjust their development habits correspondingly
when relying on these systems.

Rise of Ubiquitous Operating Systems

Ubiquitous operating systems are an evolution of mobile and conventional operating systems,
supporting resource virtualization for multi-device hardware capabilities management and
sharing.” Developers can define easily multi-device activities, leaving low-level functions to
ubiquitous operating systems. From the perspective of applications, cross-device communication
and hardware access are no longer integrated as part of each application, but a system-level
infrastructure serving all applications. For example, developing applications for a hospital
requires various multi-device functions, because medical devices, communication devices, and
vehicles are working together. If all devices run ubiquitous operating systems (UOS), then
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operating systems can automatically complete multi-device operations and developers can quickly
add new applications without influencing existing ones, as illustrated in the accompanying figure.

Figure 1.

Medical devices, communication devices and vehicles running ubiquitous operating
systems (UOS) in a hospital.
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Ubiquitous operating systems are not running without cost. To support multi-device functions of
applications, ubiquitous operating systems takes specific space of storage and physical memory. If
multi-device functions are not the main task for devices, running ubiquitous operating systems can
consume excessive computational resources. As the rapid increase of devices is a more common
concern, single-device functions are becoming increasingly scarce now.

Embracing the multi-device design philosophy, ubiquitous operating systems, such as Fuchsia
OS and Harmony OS, are rapidly revolutionizing the ecosystem of consumer electronics and
IoT. Although ubiquitous operating systems simplify multi-device application development and
improve hardware performance in cross-device tasks, developers may sometimes design or deploy
applications inefficiently in such ubiquitous operating systems. Some ingrained habits from mobile
operating systems do not fare well in ubiquitous operating systems. In the accompanying table, we
highlight several aspects developers should keep in mind when shifting to ubiquitous operating
systems. Correspondingly, we propose recommendations for future advances of ubiquitous operating
systems.
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Table. Highlighted aspects for developers of applications on ubiquitous operating systems.

Aspect Challenge Recommendation
Clock synchronization Limited network connection Detect sudden anomalies in context-specific sensor signals
. . ) Apply calibration procedures and failure response;
Data volatility Variant data structures and quality PRy P ) , P
Improve robustness of intelligent models

Incompatible with human-system Add device-system interaction modality;
Device-system interaction|interaction; Design new scheduling methods;

Large-scale interaction Refine fundamental protocols

Customize open-source testing and simulation tools;

Testing and simulation Shortage of available tools
9 imutat rag Vel Modify existing tools designed for mobile operating systems

Heed Clock Discrepancy

Previous studies have reported that smartphones and other mobile devices provide limited clock
accuracy.? The clock drift error can be more than 100ms per day. Among a number of devices,
their clock discrepancy may significantly influence the correctness of real-time applications such
as health-related activity tracking. Current ubiquitous operating systems cannot help developers
synchronize clocks on multiple devices, assuming that all devices always collect reliable timestamps.

When developing applications connected to the Internet, developers usually rely on Network
Time Protocol (NTP) for clock synchronization. There are several widely used NTP-related software
development kits for mobile operating systems. NTP may be helpful for Internet-based applications
in ubiquitous operating systems. However, due to the diversity of ubiquitous devices and scenarios,
many applications operate without stable network connection. Given specific hardware and context
conditions, developers should apply clock synchronization techniques on a case-by-case basis. For
example, for real-time activity trackers, applications can detect sudden changes in acceleration
sensor signals collected by multiple devices to align the clocks of multiple devices.? Therefore, we
suggest ubiquitous operating systems include context-aware clock synchronization as an optional
part of the system-level infrastructure for heterogeneous devices. At present, developers have to
implement this function from scratch.

Beware of Data Volatility

In the paradigm of ubiquitous operating systems, applications may acquire data from dynamic
and autonomous combinations of devices. Multiple physical devices with similar functionality can
opportunistically create virtual devices by duty cycling to achieve substantial availability and power
efficiency.2 Despite the various benefits, the wide variety of devices in ubiquitous operating systems
bring considerable data volatility. Devices may use identical sensors and generate data in a range
of formats, or at different frequencies. For instance, some software drivers of proximity sensors
output 1 when detecting an object, while other software drivers use 15 or 100 instead of 1. Although
ubiquitous operating systems can provide compatibility for heterogeneous devices and software
drivers, data structures may not be consistent across devices. If applications operate on uncertain
devices, developers have to handle variable data structures.

Besides data structure volatility, data quality may vary among devices. The downgrade of
data quality can cause disruptive changes in intelligent models that are previously trained for
applications. Ubiquitous operating systems are ignorant of poor data quality when some devices
use inaccurate sensors or other hardware modules. Developers should design necessary calibration
procedures and failure response for aberrant devices, especially for low-cost hardware devices. On
the other hand, if possible, developers should also train intelligent models that can overcome data
quality degradation in ubiquitous computing environments. To reduce burdens on developers, the
next generation of ubiquitous operating systems can include the management of data volatility as an
optional module in the system services.

Interact with Humans as Well as Various Devices

Users of mobile operating systems are humans, while users of ubiquitous operating systems can be
humans or various devices. Many industries have already begun to adopt robots such as restaurants
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and hotels.® When robots and other devices act on behalf of a human, the information technology
infrastructure and interaction mechanisms should also adapt to this stand-in. For example,
applications using face recognition can hardly authenticate robots. In this case, developers can add
another modality, such as Bluetooth-based authentication, for robots to interact with ubiquitous
operating systems. Thankfully, ubiquitous operating systems have been providing a growing number
of capabilities to help developers efficiently implement such device-system interactions.

Moreover, developers have to prepare for the interaction with a larger number of devices.
Most ubiquitous operating systems cannot host large-scale interactions, due to the limitation of
fundamental protocols. Bluetooth 5.3 supports connection among at most eight devices. If 15
Bluetooth-based robots in an elevator want to access different floors, developers should let the
application stop the connection immediately after a robot inputs its destination, so that another
robot can input. For coexistence of multiple protocols, developers need more scheduling techniques.
We hope future ubiquitous operating systems can include more advanced fundamental techniques to
assist multi-modal and scale-sensitive interactions with humans as well as various devices.

Optimize Testing and Simulation

Developers have a wide variety of tools to simulate contextual data and test applications on
mobile operating systems, especially on Android.” Also, a large proportion of these tools are
open source, so that developers can apply modifications for specific applications. Unfortunately,
there are few off-the-shelf testing and simulation tools for ubiquitous operating systems. Existing
tools for mobile operating systems can hardly be replacements. Testing non-functional features or
multi-device features requires system-specific hardware-in-the-loop techniques that provide limited
cross-platform compatibility. For open source ubiquitous operating systems, developers could
customize a testing or simulation tool to validate their applications. Judging from past experience,
the development of such tools faces an enormous amount of complexity.

Thus, before development of applications on ubiquitous operating systems, it is important to
formulate a technically sound plan for testing and simulation. If existing tools are unable to achieve
the purpose, developers should spend necessary resources on customized testing and simulation.
As long as cross-platform compatibility is achievable in such customization, it can be a shortcut
to modify existing testing and simulation tools designed for mobile operating systems, rather
than creating them from scratch. We encourage developers in the field of ubiquitous computing
and operating systems to contribute to the development of open source testing and simulation
tools. Also, we believe that such simulators on multiple virtual or physical devices can be very
helpful to train developers and students. Certainly, there are plenty of technical commonalities
when worldwide software developers and companies develop or deploy applications in ubiquitous
operating systems.

Conclusion

It is crucial that developers adjust their habits when shifting from traditional operating systems to
ubiquitous operating systems. More effort is needed in response to new challenges amid cross-device
data, interaction design and the development process. We encourage developers to share their
new habits and solutions often. While there may be some imperfections in the current state of
ubiquitous operating systems, they can quickly evolve to make application development easier and
more reliable.
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