CHI 2006 Proceedings * Novel Methods: Emotions, Gestures, Events

April 22-27, 2006 « Montréal, Québec, Canada

Prototyping and Sampling Experience to
Evaluate Ubiquitous Computing Privacy in the Real World
Giovanni lachello}, Khai N. Truong? Gregory D. Abowd', Gillian R. Hayes, Molly Steven$

! College of Computing &
GVU Center
Georgia Inst. of Technology
{giac,abowd,gillian}@cc.gatech.edu

ABSTRACT

We developed an inquiry technique, which we cdlfeta-
type,”
contingent experience sampling, to survey peopleesai-
life situations about ubiquitous computing (ubicgnbgch-
nology. We used this tool to probe the opinionshef con-
versation partners of users of the Personal Audiopl- a
memory aid that can have a strong impact on th@mpy.
We present the findings of this study and theirliogtions,
specifically the need to broaden public awarendssho
comp applications and the unfitness of traditicdestia pro-
tection guidelines for tackling the privacy issugsmany
ubicomp applications. We also point out benefitd areth-
odological issues of paratypes and discuss why Hrey
particularly fit for studying certain classes of lnile and
ubicomp applications.
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INTRODUCTION
Over the past several years, we have developed\aald-
ated several ubiquitous computing (ubicomp) appbos,

including many based on mobile platforms such db ce

phones. These applications present numerous chelieo
effective user-centered design (UCD). First, ungeding
usage environments requires designers to stepf tloi dab
and follow people where they use these applicaticors
streets, in shopping malls, homes and wherever thkse
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might go. Second, evaluation must also occur irsitu-
ated” setting in order to account for physical asutial
interactions, disruptions, variations in cognitiead, and
other environmental factors that can profoundleetffthe
usability and usefulness of mobile applications [1]

Work in the HCI community has started to focus ithie-
field prototyping to address these challenges: BERperi-
ence Prototypes used by Buchenau and Suri [6] aizd W
ard-of-Oz techniques used in mobile settings [2H, dre
aimed at evaluating mobile technologies within atee
development processes. Unfortunately, these apipesac
base their evaluation on reproduced or simulatquk@ex
ences with the aim of testing the technology, mdtef
measuring the experienceith reference to specific in-
stances of real life.

This lack of reference to actual experience repitssa se-
rious methodological flaw when probing some sodat
mains. Privacy represents one such domain. Reszarch
have long recognized that people often take a déxgital
stance when artificially probed on opinions andfignences
on privacy, both in reference to organizations &6 in
interpersonal relations. Everyday behavior mayediffom
stated preferences for many reasons, includingfiomunt
informational awareness (ignoring the fate of axbe in-
formation), overriding primary goals (getting ansaction
done), or carelessness (not wanting to bother extiuat-
ing every exchange of information), as pointed loytAc-
quisti and Grof3klags [3]. On the other hand, pebplee a
very refined sense of privacy balance in interpeatoela-
tions, as described by Altman [4], and may choas#am
paths of behavior to avoid conflict or in respomsever-
riding social goals.

It follows that abstract or purely self-reflectigarveys may
be insufficient for probing privacy concerns. Thisserva-
tion applies in general to all those situationsvirich peo-
ple may be unable or unwilling to explain their beior

abstractedly, from complex social constructions,sag-

gested by Goffman [18], to the formulation of prdaeal

plans as noted by Suchman [35]. In addition, peoyg be
unable to grasp immediately the effects of newnetdgies
on their existing socio-technical practices.
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This article offers two contributions. First, weepent a
user inquiry tool that we used to probe peopleisiops on
the privacy impact of an ubicomp technology witference
to real-life situations. Second, we present thelte®f this
study, which may have a broad impact on the debate
privacy in ubiquitous computing. Below, we discubge
evaluation challenge that prompted us to develdp ith
strument. Then, we describe the inquiry method, jaired
sent the results and their consequences on thgndési
privacy. We finally reflect on the advantages amdwd
backs of this inquiry technique.

The Evaluation Challenge

Over the past two years, we have worked on a patson
portable, audio memory aid called the Personal éudi
Loop, or PAL [20]. PAL was motivated by everyday
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conversational breakdowns experienced when people t
remember something that was just said—the tope @in-
versation before an interruption, or a name or remhieard
in situations of high cognitive load such as abaference
or a party. In the initial concept, the user wobé&lable to
replay, at any moment in time, sounds heard inréoent
past, up to a defined maximum time span (for exammb
to one hour in the past). Audio older than tleention time
is automatically deleted. Figure 1 shows how PAIs iva-
plemented on the Motorola i730 phone. PAL recorbsemw
ever the phone is in the closed position and tlee issnot
using the phone for telecommunication. The recaydian
be replayed by the press of a button.

Initial interviews and a diary study showed thattiggpants
would find this tool very useful in many situatioriBhey
reported that they would use it a few times a weeksari-

ous purposes, the top three being to remember tiergo

details of conversations, replaying conversatiamsheir
conversation partners, and recovering the tope afnver-
sation after an interruption.

Although study participants recognized the usefignef
PAL, they also raised concerns about this techryolB@L
runs continuously and unattended, and unnoticedhby
user and potential conversation partners or bystand he
primary concerns related to the impact on the pgivaf
secondary stakeholders (conversation partners) usune-

lated third partiesg(g, passersby). Further concerns related

to the social appropriateness of using the apdicate-
garding both the immediate disruption of interpaedan-
teraction and long-term effect on social relatiopsh

After one short deployment of PAL, some particijgard-
ported on the reactions of secondary stakeholdethdir
using the application, noting that in many casesvetsa-
tion partners would not object to the use of PAteiabeing
briefed on its purpose and characteristios, (the limited
retention time and the impossibility of permanersigring
the recording). However, they also said that theyided
mentioning the presence of PAL in some situatioegort-
edly to avoid explaining its features time and aghi some
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Figure 1 The Personal Audio Loop. Main picture: thedevice
and its interface. Three buttons control record/plgback mode
and allow to browse the recording. A timeline and anode light
indicate the current operating state. Upper-Right ficture: the

device can be attached to a belt clip.

settings, they spontaneously turned it off. Paréints seem-
ingly adopted self-regulating boundary-setting taigatheir
conversation partners’ privacy, similar to what wde-
scribed by Palen and Dourish [34].

Far from providing conclusive answers, these an@atdo
observations raised further issues regarding ctuaéza-
tion and adjudication. The question of contextwion is
whether and how the social and technical enviroiraén
fects the use of the application. If different pdy re-
qguirements could be associated to specific circantgs
(e.g, when driving alone), and at least part of thésmim-
stances could be detected by a recognizable “cthitéhis
could bring about significant design implicatiorss sug-
gested by the work of Hong and Landay [22].

The issue of adjudication raises two questions. fist
guestion relates to whose interests should prevag. pri-
mary stakeholder (the user) of the application maye a
legitimate interest in using PAL, for example daeatmem-
ory dysfunction or simply because of cognitive Stre
imposed by his or her occupation. This interest mayp-
posed to that of secondary stakeholders or thindigsa
(who might not want to be recorded, even if ontyperar-
ily). The second adjudication question relatespropor-
tion of individuals opposed to the application.difly a
small minority of secondary stakeholders and tipiadties
oppose PAL and the vast majority does not carejldhee

! The term ‘context’ is used in the ubicomp commyymit
indicate information about the user’s social archibécal
environment that can be used to drive the operatidi
applications €.g, the user’s location, people present)
[10].
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yield to the contrary minority and curtail a largearket
potential?

This is a classic issue in the ethical debate bevuilitari-
anism and normativism in the context of privacy &sch-
nology [37]. Designers might not be in the positafnde-
ciding on these issues—they rest in the hands wteand
Data Protection Authorities (DPA), with the finaldge
being market acceptance. However, designers shsiilid
consider these issues, at least to increase pritififaand
hedge liability. In a previous article at this cerd@nce, we
suggested performing these determinations borroyidg-
ment tools from the legal community [25]. In thigse, to
make any such determination we needed to understend
following:

1.to what degreeandin what situationssecondary stake-
holders are most likely to object to the use ofeaick
that can potentially cause the recording of theimversa-

tion (i.e., are objections unqualified or do they depend on

the location, on the topic, on the identity of twversa-
tion partner, or on the perceived confidentialitytioe
conversation?); and

2.what application parameter@.g, retention time) can be
adjusted to meet a compromise between the intefest
the primary users and conversation partners.

Limitations of the prototypes prevented us fromeistigat-
ing these questions through a long-term deployntieait
may have provided strong qualitative and quantigagvi-
dence. However, we were wary of using a privacyeyr
abstract from social practice, for the reasons udised

above. So, we designed an event-contingent exjperien

sampling procedure targeted at the conversatiomgyar of
PAL'’s user. Wheeler and Rois define event-contihgam-
pling procedures as those initiated by the occurenf a
specific event, in this case a conversation [41].

METHOD

The study was conducted by a group of individuat®nw
we called “proxies” as they acted as substituteprobes
for the researchers. The proxies were two fematesome
male between the ages of 27 and 31, all HCI gradstat
dents and researchers working at this institutibring
alone or with their partner. As the proxies wenpttheir
daily activity, they asked people older than 1&jumintan-
ces as well as unknowns, at the end of their nocmaver-
sations, to read a description of PAL and to filit @n
anonymous survey about the application. The proxe®
instructed to hand out the surveys only if the @vsation
exceeded 3—-4 sentences—weeding out very shoraater
tions such as “thank you” and “excuse me.” Also, amy
submitted the survey once to the same individuavtoid
respondent bias. The survey was administered iou&r
locations in the United States.
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Using Paratypes

The survey asked participants to suppose thaetearcher
has been using PAL, and probed their opinions aatinigs
about the operation of PAL ihat specific conversatiorn
this respect, this technique is similar to Critidatident
techniques developed in the context of workplageipdl-
ogy [13]. This procedure allowed us to situate ipgrant
response in the experience the person just hal,aniipe-
cific partner, conversation topic and location, Fogedly
reducing recall errors and hypothetical answers. a&k
this experimental procedure mgaratype a simulation, or
model, of interaction (“-type”) with a technologyhigh is
evaluated alongside (“para-") real-world experientaat
the survey was administered by human proxies ipadtof
our definition of paratype. The term paratype amfers to
introducing simulated interaction with a certainheologi-
cal artifact within a specific setting of real salcaction, and
documenting the effects of this combination. Thexgis
role was only incidentally that of administeringetisur-
vey—her main function was that of acting as “PAuser”
and as interaction counterpart of the participantthis
sense, the proxy’s role was toeate the technological in-

stanceon which we wanted feedback, with the help of the

description of the application and, if requestedieanon-
stration of the working device. Event-contingenpenence
sampling was deemed a particularly suitable wagasfu-
menting participant feedback in this case.

The survey was composed of two parts, linked byigue
number (Figure 2). The first part (on the left) viidled out
by the investigator, with information about plagartici-
pants, and the activity being achieved with theveosa-
tion, as salient elements of the social setting. [IFie por-
tion on the right was detached and given to théigisant
after the conversation between the proxy and thgcpeant
had occurred. The participant was also given an (REti-
tutional Review Board)consent notice at this point.

The survey was designed to be self-explanatory, camd
tained a description of PAL and a short questiaiendiihe
description had been validated prior to the studersure
that it would be pertinent and sufficient. When gibke, the
investigator explained PAL verbally, and optionahowed
the working application, if requested by the pgpant. We

chose not to operate PAL during the study on elthica

grounds and to avoid contentious situations.

The participant was asked to fill out the surveyniediately
if possible, to increase recall accuracy. Otherwilse sur-
vey portion of the card (lower right in Figure 2asweturn-
addressed on the backside and could be mailed dtattie
participant’s convenience (we affixed a postagenptdor

2 The Institutional Review Board is an organizatipresent
in most US research institutions, responsible ofguting
the rights and welfare of human subjects involvede-
search, as mandated by State and Federal Government
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The Personal Audio Loop

The Personal Audio Loop (PAL) continuously records sound and voices from the user’s environment. The device allows
the user to replay, at any specific moment in time, any sound that was heard in the recent past, up to a defined maximum
time span (for example, up to 1 hour in the past). Sound older than that is automatically erased and cannot be replayed.
Currently, PAL is integrated in a cell phone (see figure), but the device
only records sound from the environment, and not phone conversations.
The user can replay the recording and rewind and fast forward through it.
The stored audio can be heard either through the loudspeaker on the
phone, or through the external speaker/mike.

People who used this device, employed it as a memory aid, as a reminder
tool, as a short-term voice notepad and to relay information from one
person to another. Although PAL could be useful to many people, we are
also aware that other people might have concerns about the privacy of
their conversations.

Suppose that the person who gave you this survey is using PAL. We
would like to know your opinion about PAL. Please complete the
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- Euzvgy_on_hgtll sides of the card, as soon as possible. o
I~
: 1) How important would it be that she had told you before  Does not matter (Matigrs very much
1 starting the conversation that PAL is running? 1 ) 3 4. 5
: 2) How important would it be that she had asked for your ~ Not important S Very important
! permission to use PAL? 1 9 @) 4 5
3) For how long after the end of your conversation do you [[Jas long as he needs
think should PAL store the conversation? i&\at most one week
[]at most one day
[]at most one hour
[[]at most 10 minutes
[]1 do not know
1 4) How likely would it be that you ask her to Not likely Very likely
: erase the recording of the conversation you just had? 1 2) 3 4 5
: 5) How important is it that she asks for your permission Not important Very imy %;rtam
1 to copy the conversation to a tape? 1 2 2 4 5
6) How important is it that she asks for your permission Not important Very /’/mp\ortant
to play the recorded conversation to someone else? 1 g 3 4 &
7) Do you consider the conversation you were Not confidential Very confidential
conducting with her confidential? 1) 2 3 4 5

8) Your Age Range: []18-29  []30’s [J40’s

9) Your Sex: [JM ﬁ{

10) Your Occupation: }V\ﬁéxf G T:chlxu:rs;(‘\

3 7
MSO’S []60 or over

% turn

11) Today’s date: \\_ / _CD’__/ 04 card

1
ozl6 : ové

Figure 2 The survey form is divided in three partshere shown after being reassembled. The left siéefilled out by the researcher.
The right side is given to the participant after tre conversation. It contains a description of the ggication and the survey. The
backside of the participant’s portion is addressedo the researchers’ lab, like a postcard.

this purpose). The questionnaire included six dgoleston a
5-point scale, one multiple-choice question and, toa
backside, a blank space for optional comments ditiad
to our lab’s address and space for postage. Thstiqne

included the following:

« the importance of being informed about the appbecat

» the importance of asking permission before using th

application;

* the time span for which the subject would allow tiser

to store the conversation;

« the likelihood that the subject would ask the usezrase

the recording;

 the importance of asking for permission to copy esd
play the conversation to others; and

» an indication of the subjective “confidentiality’f the

conversation.

This structure minimized completion time and, intfanost
participants were able to complete the survey imately.

RESULTS

Of 45 distributed surveys, we received 41 usatdpanses.
This represents a very high response rate, possitsiput-
able to the personal contact the participant estasd dur-
ing the conversation. Only one person refused teftcthe
survey at all. Most surveys were completed immedjat
and 9 were mailed back to us afterwards.

Demographics

24 respondents were in IT or research occupatiens (
dents, research scientists, university professetrs),. The
remaining respondents ranged across professiookidin
ing: teachers, designers, hairdressers, managéosneys
and business owners. Respondents spanned all agpsgr
between 18 and 60 and over. However, age distobutias
biased towards the younger age groups (the medjan a

The survey also included three anonymous demographi group was 30-39), reflecting the age group of tluips.
guestions: age range (in decade), gender and dimupa
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17 respondents were female.
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We did not observe strong correlation between pirions
expressed by participants and type of occupaticoséla-
tion with technical occupation is low for all quiesis on
the survey). We also did not observe strong infteesf age
and gender. We did not plan to analyze the impathe
relationship between the proxy's and the resporsigein-
ders or ages.

Survey Responses

Both the proxy and the participant were asked tvige a
measure of the sensitivity or confidentiality of ttonversa-
tion they had just conducted. The participant weleed to
rate subjectiveconfidentiality on a 5 option scale. Proxies
indicated whether the conversation veessitivefollowing
precise guidelines given by data protection legmha
[12 88] (.e., financial, health, religious and some work-
related topics are sensitive)Ve would like to stress the
difference between confidentiality and sensitivitye did
not observe significant correlation between serigitiand
confidentiality as indicated by the proxies and paeatici-
pants (see below for a discussion).

Informed Consent

Participants wanted to be informed that the recgrds

happening: 30 participants responded 4 or 5 ondbpec-

tive question, with avg. 3.8 = 1.4, where 1 is “not impor-
tant” and 5 is “very important” (Figure 3). Parpents

wanted to be informed regardless of the sensitioftghe

topic of the conversation as classified by theasdeer and
the place where it happened (public or not). Thsas,

however, a positive correlation between perceivedfie

dentiality and this variable € 0.58;p < 0.001).

Participants indicated that it was important tha PAL
user (the proxy) ask for permission before usindg. BAthe
conversation that had just occurred (avg. 3187 1.2,
where 1 is “not important” and 5 is “very importédt
Again, there was positive correlation between peeck
confidentiality and this variable £ 0.60;p < 0.001).

Further Use

Participants stated it was important that the penssing
PAL ask permission before he or she copies (aWly.cd=
1.2, where 1 is “not important” and 5 is “very innamnt”)
or replays (avg. 4.37 = 0.9, where 1 is “not important” and
5 is “very important”) the audio to others. Therere/rela-
tively weak correlations of these two variableshwmgbnfi-
dentiality ¢ = 0.40 andr = 0.36 respectively for copying
and replaying to others, both< 0.05). This suggests that
there is a concern with what happens with the dingr
regardless of its perceived confidentiality. Theeipreta-
tion is that copying the conversation onto othediaeor
replaying it to others may cause the de-situatibthe in-

3 Proxies did not rate confidentiality because wented
them to record information as objectively as pdssib
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terpersonal communication experience and could reteye
uncomfortable situations or social breakdowns.

Deletion and Retention

The desire to be informed does not necessarilyyirtipt
the participants would have likely asked to erdse re-
cording after the fact. In most situations peoptauld not
have asked to erase the conversation (avg.®2.3,1.2,
where 1 is “not likely” and 5 is “very likely”). Tére ap-
pears to be a “confidentiality threshold” in thisspect:
participants would have asked the user to eraserdhe
cording primarily in cases of elevated confideittalln
most cases of conversations of medium or low centidl-
ity, they would not have likely asked to delete ttee
cording. This is supported by the very strong datien
between confidentiality and likelihood of requegtidele-
tion (r = 0.70;p < 10°). In fact, only 7 responses indicated
4 or 5 on this question, supporting anecdotal exddegath-
ered during the deployment and comments arising fro
formative evaluation [20].

Finally, participants indicated that a long retentitime
would not be an issue (Figure 4): 43% of resporsamti-
cated that the user could have kept the converséiio‘as

5 | . | |

4.3
4 + 38 4.0
o . 3.8
0
c
837
41 2.5
= 2.3
2
1
Inform  Consent Demand Askto Askto Confidential
Deletion Copy Replay
Question

Figure 3 Results of the survey. The diamonds indita the av-
erage response to each question. The bars indicatiandard

deviation.
18 4
a 16 A
c
o 144
2
S 124
@ 101
o
5 8
T 61
e}
€ 44
5
Pz 2
o
Aslongas At most At most Atmost  Atmost Don't know
s/he needs oneweek oneday onehour 10 minutes

Preferred Retention Time

Figure 4 Preferred Retention Time. Two participantsdid not
respond to the question. Both indicated that they wuld very
likely ask to delete the recording.
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long as he/she needs to” and 22% “at most one wéak”
original estimate of appropriate retention time \vighe

range of 10 minutes—1 hour. That estimate attempted

minimize privacy risks while retaining applicatiarseful-
ness and usability, but these participants werefadatle
with a much longer retention time. Apparently pap@ants
were more concerned with tih@suseof the recordingd.g.
by replaying to others) than with its mesterage

PRIVACY IMPLICATIONS

When Weiser spelled out the vision of ubicomp, bg-s
gested that mature technologies fade out of thBsusen-
sciousness [40]. Likewise, informed consent dynamail
also have to become implicit. Most interviewed fggpants
desired being informed about the application whewas
running and being able to consent to its use. Ensidn
here is that explicit informed consent may be smiwer-
some as to make PAL unusable in its current foridatv-
ever, public knowledge and awareness of technole@n
integral part of this changing picture. Even a texdbgy as
disruptive from the privacy standpoint as camerangis
has been widely adopted within the relatively slspian of
two years. Today the public has evolved compengdier

haviors and norms [36, 39], to make carrying camera

phones in places such as public restrooms acceptabl
long as they are not used). Informed consent proesd

ner might have been even less inclined to make auch

quest. This apparent contradiction may be explaibgd
social dynamics that induce people to overlookdents to
avoid conflict or uncomfortable situations (notwvgitiinding

a potential longer-term impact).

Participants also stated that they would allow tiser of
PAL to retain their conversations for much londeart we
had expected. Data retention time has served amdaf
mental principle for the data protectimommunity for
years, and this has influenced the ubicomp secfigty.
Jianget al, in their Approximate Information Flows frame-
work, modulate information “persistency” to achiepsg-
vacy goals [26]. Unlimited data retention has alsen
identified by Palen and Dourish as one problem p#&hsa-
sive information collection and aggregation [34]he§e
participants did not express their concerns andiaée
terms of retention time; the focus was rather osuse and
social appropriateness. This may be due to the tfaadt
people are unable to express appropriate reteptdinies
without reliable information on risk of misuse ovéme.
This suggests that both in talking with users anddsign-
ing ubicomp applications, analysts should focusherpur-
poseof useof the information rather than on itsmporal
retention

Above we reported a lack of significant correlatmtween

have becomémplicit, because the public is learning how the determination that the conversation’s topic sexssitive

camera phones are used and misused.

This observation suggests that designers and wdwar
should devote more attention to the adoption otainp
technologies. Norman has written about the adoptibn
ubicomp (or ‘information appliances’) iThe Invisible

Computer characterizing users in terms of their placehan t
adoption curvel33]. We suggest designers focus on pre-

dicting and influencingdoption patternas part of the de-
sign process Similar to how Christenseat al. have at-
tempted to predict adoption phenomena to drivestment
decisions [7], we believe that ubicomp design wdddefit
from incorporating an adoption strategy. Feedingvwin
edge and hypotheses about long-term adoption patieto
the UCD of ubicomp applications would allow designt®
better define design hypothesesg(in terms of legality or
social acceptability) and foresee possible critidghis
knowledge might improve our ability to influence htic
awareness and to identify emergent concerns, legséme
cultural stress that many indicate today as anpdanee
challenge of ubicomp and facilitating the proceksshift-
ing the technology to the background.”

Participants expressed a desire to be informed ashkedd
permission to use PAL. Yet, in many cases, theypnted
not being likely to ask the user to erase the dingrafter
the fact. This assessment is hypothetical in naamd
should be taken with caution. If the situation prdhwith
the questionnaire would have happened with PAL&llgtu
operating, outside of a study setting, the conviensgart-
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according to data protection guidelines and thdidential-
ity measure indicated by the participant. The dinegs
used to categorize sensitive conversations mayaoot-
rately reflect interpersonal dynamics. The defimtbf sen-
sitive information we used was based on the daiteption
community’s descriptionig., financial, health, religious,
and some work-related topics [12 §8]). This deifimtmay
not be descriptive of the knowledge that is likelybe rele-
vant in interpersonal dynamics, such as socialr&tet[18]
or other topics of conversation that can signifitaaffect
social relations if misused.

Furthermore, classic data protection guidelinesd#fiult
to apply to many small collections of personal infation
(e.g, recordings of conversations taken for personat pu
poses), as opposed to large organizational datiesb&or
example, the costly requirements imposed by |etipsiaon
these data banks (informed consent, redegs3,are inap-
propriate to personal collections of data. One irgu
conclusion is that the issues involved in the niatjoh of
privacy between individuals are different from thaoselated
to data protection. If this is true, design guide§ [14, 27]
inspired by data protection principles or the Hafbrma-
tion Practices (FIPS) [38] may not provide suffitiguid-
ance for the design of technologies that increhseirifor-
mation sharing between individuals.

We believe that, in general, privacy-enhanced desif
these ubicomp technologies may be better serveshtfiy
ing the focus from algorithmic approachesg(, defining
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“personal privacy policies” upfront, or modelingefer-
ences quantitatively in terms of retention timeaaeliabil-
ity percentage) to the dynamics of social intemactat least
when talking with users and when designing userfates.

BENEFITS AND CAVEATS OF PARATYPES

We believe that the experimental setup describeaveb
allowed us to gather observations that would hagenb
difficult to obtain with a typical survey or in aloratory
setup. For example, we could have used scenariegalo-
ate PAL, asking people to read a short story ofinsnce
of use of PAL and then answer to a survey. Suchtaps
would have three drawbacks: 1) it would requiretipar
pants to reflect on a situation that may not be phtheir
way of behaving; 2) the selection of the situatiord the
way the scenario is presented may affect the sesaid 3)
it would be difficult to create a set of scenaniepresenta-
tive of all possible conversational situations.

Because paratypes combine event-contingent exjgerien

sampling with experience prototyping, they are ety
useful for evaluating high-level or implicit intetgon
where reference to concrete instances of life ézlad. This
is particularly important when we do not know hoften
these instances arise, or how to describe them how
often are people in a “confidential” conversatiorét)d
when later recollection of these instances mayrnaedu-
rate. The latter may occur when reference is sot@lsb-
cial relations, privacy, or personal preferences,wben
considering situated action [35].

We claim that the procedure that we called paratgrebe
particularly useful for gathering early feedback mnbile
and ubiquitous technologies, such as applicatibas ¢ol-
lect information at unexpected timesd, Microsoft’'s Sen-
seCam [16]), that provide information when needed,(
portable guides), or where interaction is embeddedn-
planned social practice or everyday routine, sucih@me
communication systems [31]. These applications hae
high prototyping costs; probing salient aspectghef ex-
perience without the need of working artifacts negre-
sent an efficient way of obtaining relevant infotina
needed for design. However, when using this kindnef
quiry techniques, several issues must be consideredd-
ing potential sources of bias, study implementatiost and
IRB compliance.

Sources of Bias

The demographics of the proxies are likely to iaflce the
demographics of the respondents, in terms of aggp-s

economic class, educatioatc. In this study, the proxies’
age, profession and social class are reflectedenespon-
dents’. Also, relative differences in age, gendsdt aocio-

economic class between proxy and respondent catfild i
ence the results. To control for these variablets advis-

able to recruit a diverse group of proxies as fbssand to

verify that their social interaction patterns adtueeach the
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target demographic by using exercises specificadlyel-
oped for this purpose [30].

Selection bias on the probed situations may algmesent a
potential issue. The protocol called for submittthg sur-
vey systematically to all qualifying interactionsr fa short
period (some days). However, one proxy felt it wagrac-
tical to distribute the survey in some situatiofus, exam-
ple, when trying on clothes in a shop or one tinmemvshe
was in a hurry at the grocery store. Moreover pitexy did
feel it was inappropriate to hand out surveys imasitua-
tions, or to some people, such as at a medicatvssicial
settings which are arguably very interesting from $tand-
point of the research questions we investigatetimstudy.
The need for probing these situations depends enirth
tended context of use of the technology under tiyatson.
Research ethics and social appropriateness mayesugg
avoiding intrusive studies in sensitive situatidesy, at a
funeral) and to resort to more hypothetical meangpfob-
ing behavior.

However, some parameters might be evaluated bynexte
sion. In the PAL case, participants desired tortferined
about the presence of the device, independenteofapic

of the conversation or the place where it takeseptathere

is little reason why such a desire should not algply to
the delicate situations described above. Cleatyg, ite-
sponses on deletion and retention cannot be gérextah
the same way, being functions of the conversatipes
ceived confidentiality.

Certain countermeasures may decrease or contoaitisit
selection bias. First, the researcher administehiegsurvey
could complete his side of the data, without hagdiat the
survey to the conversation partner. This would gleva
statistic on the number of situations that were probed,
and the reason why this did not happen, thus atigwe-
searchers to plan supplemental inquiry. Secondjrashna-
tion of the experience sampling survey could bedet to
a more appropriate moment. Researcher’s notes dmild
used to help the participant recollect the situmtalthough
there is a risk of introducing even more bias.

Ultimately, it may be difficult to justify serioumfringe-
ment of social norms just for the sake of accukahav-
ioral research for product development. This litidta
should be worked around or accepted in many cdsadgs (
not always: see Hudson and Bruckman’s study on chat
room privacy where some norms were infringed [24]-
fortunately, we did not record statistics on sitatselec-
tion bias by the proxies. However, informal feedbftom
proxies suggests that our results portray a reédpaacu-
rate generalization of the target population’s tieas
within the type of (normal) situations probed. Weuld
strongly encourage anyone utilizing these inquieght
nigques in the future to adopt at least one of theva two
countermeasures to control this source of bias.
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Cost

Administering a survey is decidedly less expenshan a
deployment with a working prototype, which typigalas
high development, recruitment, and operational scobt
fact, one of the reasons we chose not to deploy PA4L
long-term study was that we were unwilling to comnthie
resources required for product “hardening” and meain
nance of the deployment. However, this survey is hg
any means, a discount usability technique [32]-tit -
quired careful planning and its execution was moye-
plex than a mass survey administered via emailycstp-
ping people in a shopping mall.

Sample size is related to cost. The number of res®
might seem low compared to other privacy survey$ s
the GVU WWW User Surveys [19] and Ackermanal’s

e-commerce surveys [2]. This number derives from th

structure of the study. We wanted to investigaitiirreac-
tions to the technology in real-life situations ameé
avoided submitting the survey twice to the samesgrer

The number of respondents was thus bounded byuime n

ber of significant social interactions with unigadividuals
that the proxies had within the timeframe devotedhe
study (limited by cost considerations). This numiselim-
ited by the size of thateractive networlof the proxy and
is surprisingly low for many people, as studiessotial
relationships and frequency of communication indida1,
30]. In effect, we traded quantity for increasethanticity

and situatednessDemographic coverage may represent an

issue if it does not match the intended populatind must
be controlled. However, with appropriate coveragsemall
number of respondents is not necessarily a limitatEven
with 41 responses, we were able to produce relaty@od

statistics (in terms gb values). Higher collection costs per
responseile. fewer responses) are the price to pay for pre-

sumably more accurate and salient responses.

Survey Administration and IRB Protocol Compliance
The potential problems arising from the applicatidriRB
requirements to social, behavioral and economieare
are well known (see, for example, the National Rede
Council’s report of 2003 on the topic [8]).

One practical problem we incurred was related toseat
requirements set by our IRB. Although we did notéhto

document participants’ consemte(, have them sign a con-

sent form), we still had to provide them with aformation
notice. Reading the one-and-a-half page noticeuplied
the experience even further than the disruptiorsedby
filling out the survey. More concise consent natieeould
be helpful, though changing standard wording rexsux-
tensive collaboration with IRB officials.

Our IRB also ruled that if the proxy was initiatitfie con-
versation, he or she had to inform the participgpfront
about the survey to avoid the possibility that plagticipant
might think the conversation was initiated solety the
purpose of the survey (which would imply a forndetep-
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tion). Fulfilling this requirement proved to be yerumber-
some and we do not see how it could be avoidedptay
filing a protocol with participant deception.

RELATED WORK

HCI practitioners and researchers have long worted
probe the user’s experience of a not yet existitifpat or
technology. Prototypes have often been used far ghi-
pose: Houde and Hill point out that prototypes oapro-
duce the user interface of products, but also serwrobe
their functional and experiential characteristic&3][
Buchenau and Suri describe the use of Experienc®o-Pr
types to evaluate the user experience of new ptediuch
as a digital camera [6]. They point out that rdieymg can
be useful for understanding the social context mctv a
person will use a technology. Our “paratype” carviggved
as a form of experience prototyping. The differetee
tween Buchanau and Suri’s prototypes and our proeed
that they recreate and study simulated experiefecgs by
building a reproduction of a plane interior, or fiye play-
ing during a train journey). Our procedure levermgeal-
life situations. The conversations on which we stssd-
back are real, as they would have happened indepdpd
of the survey.

In this sense, paratypes aiuatedin the real world, and
explore interpersonal interactions, not unlike Gualt
Probes. Cultural Probes introduce foreign artifatest
cards, mapsgetc) in participants’ life and use them to
document and communicate about everyday experiemte
social practices in a situated manner [15]. Paesyiptro-
duce a foreign technology in real-life situatiomsunder-
stand the social practices that would arise froenpitesence
of such technology.

Psychologists have long asked people to reportheir t
experience in specific circumstances with the psepof
uncovering behavioral patterns. Flanagan perforipied
neering work analyzing statistical data on criticedidents
to evaluate, among other things, individuals’ prigfincy at
performing work tasks and reasons for success aihdd
[13]. This Critical Incident Technique was also dider
analyzing human-machine interaction, using incidest
ports collected after the fact to improve airciafitrument
design. The inquiry technique presented here atternp
generate a more accurate reproduction of staketsdlote
terests by eliminating recall and selection bias.

More recently, Wheeler and Rois examined of the afse
self-reported inquiry techniques within behaviorismedi-
cine, and industrial psychology [41]. They cateperihese
techniques in: interval-, signal- and event-corgimg de-
pending on what initiates the self-report procedusrson
and Csikszentmihalyi were among the first to prepes-
perience sampling as a quantitative self-reportegliry
technique [28] for social and psychological reseaie
used a form of event-contingent experience sampfing
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cused on the participants’ activities and feeliapsut the fact. These observations have broad consequencasidse
technology introduced by the paratype. they suggest that traditional privacy guidelined goanti-
tative privacy policies may not be appropriate wffisient
for the development of this kind of personal ubipom
applications and that designers should focus omtinpose
of use of information and interpersonal dynamictdad.

Experience Sampling is becoming increasingly papira
HCI practice, often in association with diary sesliCon-
solvo et al. conducted a signal-contingent study of the re-
sponses to simulated location requests, focusingrivacy
issues [9]. Participants carried a Palm device smtlated
at random times location requests from friends,ilfaand
colleagues. Consolvet al. point out that the random simu-
lated requests that the device made to participaate in
various occasions implausible from a social staimdp&or
example, the device would simulate a person askinthe
participant’s location when the participant felattthe per-
son would have not done so in reality. The eventingent
nature of our study makes the responses presumadniy
salient.
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